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ABSTRACT 

The time window between the disclosure of a new cyber vulnerability and its use by cybercriminals has been getting 

smaller and smaller over time. Recent episodes, such as Log4j vulnerability, exemplifies this well. Within hours after 

the exploit being released, attackers started scanning the internet looking for vulnerable hosts to deploy threats like 

cryptocurrency miners and ransomware on vulnerable systems. Thus, it becomes imperative for the cybersecurity 

defense strategy to detect threats and their capabilities as early as possible to maximize the success of prevention 

actions.  Although crucial, discovering new threat s is a challenging activity for security analysts due to the immense 

volume of data and information sources to be analyzed for signs that a threat is emerging. In this sense, we present a 

framework for automatic identification and profiling of emerging threats using Twitter messages as a source of events 

and MITRE ATT&CK as a source of knowledge for threat characterization. The framework comprises three main 

parts: identification of cyber threats and their names; profiling the identified threat in terms of its intentions or goals 

by employing two machine learning layers to filter and classify tweets; and alarm generation based on the threat’s 

risk. The main contribution of our work is the approach to characterize or profile the identified threats in terms of their 

intentions or goals, providing additional context on the threat and avenues for mitigation. In our experiments, the 

profiling stage reached an F1 score of 77% in correctly profiling discovered threats. 

Keywords: cyber vulnerability, threat detection, emerging threats, Twitter messages, MITRE ATT&CK, machine 

learning, threat profiling. 

INTRODUCTION 

The escalating pace at which cyber vulnerabilities are exploited by malicious actors poses a significant challenge to 

cybersecurity defense strategies [1]. As evidenced by recent incidents like the Log4j vulnerability, the gap between 

vulnerability disclosure and exploitation is rapidly shrinking [2]. In the aftermath of such disclosures, cybercriminals 

swiftly exploit the vulnerability, launching attacks such as cryptocurrency mining and ransomware deployment on 

susceptible systems [3]. This trend underscores the critical need for early threat detection to bolster prevention 

measures and mitigate potential damages [4]. However, the task of identifying emerging cyber threats is arduous for 

security analysts, primarily due to the sheer volume of data and information sources that must be sifted through to 

detect signs of emerging threats [5]. In response to this challenge, we present a novel framework for automated 

identification and profiling of emerging cyber threats [6]. 

Our proposed framework leverages Twitter messages as a source of real-time events and the MITRE ATT&CK 

framework as a knowledge base for threat characterization [7]. By harnessing the wealth of information embedded 

within social media platforms like Twitter, our framework aims to capture early indicators of emerging threats and 
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their associated activities [8]. Simultaneously, the integration of the MITRE ATT&CK framework provides a 

structured taxonomy of adversary tactics, techniques, and procedures (TTPs), enabling comprehensive threat 

characterization [9]. The framework comprises three key components: (1) identification of cyber threats and their 

names; (2) profiling of identified threats in terms of their intentions or goals; and (3) alarm generation based on threat 

risk assessment [10].  

 

Fig 1. System Architecture 

The first component focuses on the automated extraction and recognition of cyber threats and their corresponding 

names from Twitter messages [11]. Natural Language Processing (NLP) techniques are employed to sift through the 

vast corpus of tweets, identifying relevant discussions, and extracting key threat-related information [12]. 

Subsequently, machine learning algorithms are applied to classify and categorize the identified threats, facilitating 

efficient threat management and response [13]. The second component of our framework entails the profiling of 

identified threats based on their intentions or goals [14]. To achieve this, we employ a two-layered machine learning 

approach, involving filtering and classification of tweets to discern the underlying motives behind the discussed threats 

[15]. By discerning the intentions or goals associated with each threat, our framework provides valuable context for 

understanding the nature and severity of the threat, thereby informing mitigation strategies and response efforts. 

In summary, our framework represents a significant advancement in automated cyber threat identification and 

profiling, offering a proactive approach to threat detection and response. By leveraging real-time social media data 

and structured threat intelligence, our framework enables early detection of emerging threats and facilitates nuanced 

threat characterization. The integration of machine learning techniques enhances the efficiency and accuracy of threat 

identification and profiling, thereby empowering security analysts to stay ahead of evolving cyber threats. Through 

empirical evaluation, our framework demonstrates promising results, achieving a profiling accuracy of 77% in 
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correctly characterizing discovered threats. Overall, our work contributes to the ongoing efforts to enhance 

cybersecurity defense strategies and safeguard digital ecosystems against emerging cyber threats. 

LITERATURE SURVEY 

The evolving landscape of cyber threats poses a significant challenge to cybersecurity defense strategies, necessitating 

proactive measures to detect and mitigate emerging threats in a timely manner. The shrinking time window between 

vulnerability disclosure and exploitation underscores the urgency of early threat detection and response. In the wake 

of vulnerability disclosures, cybercriminals swiftly exploit the security gaps, launching attacks ranging from 

cryptocurrency mining to ransomware deployment on vulnerable systems. Consequently, there is an imperative to 

enhance cybersecurity defense mechanisms to detect threats and their capabilities as early as possible, thereby 

maximizing the effectiveness of prevention actions. 

Despite its crucial importance, the task of discovering new threats remains a daunting challenge for security analysts. 

This challenge is exacerbated by the sheer volume of data and information sources that must be analyzed to identify 

signs of emerging threats. In response to this challenge, there is a growing interest in leveraging advanced 

technologies, such as Natural Language Processing (NLP) and machine learning, to automate the process of threat 

identification and profiling. By harnessing the power of these technologies, security analysts can sift through vast 

amounts of data more efficiently and effectively, enabling early detection of emerging threats. One promising 

approach for automated threat identification and profiling involves the utilization of social media platforms, such as 

Twitter, as a source of real-time events and discussions related to cybersecurity. Social media platforms serve as 

valuable repositories of information, offering insights into emerging threats and adversary activities. By analyzing 

Twitter messages, security analysts can gain early indicators of potential threats and their associated characteristics. 

Additionally, the integration of structured threat intelligence frameworks, such as MITRE ATT&CK, provides a 

standardized taxonomy for threat characterization, enabling a more systematic and comprehensive approach to threat 

analysis. 

The proposed framework for automated identification and profiling of emerging threats comprises three main 

components. Firstly, the framework focuses on the identification of cyber threats and their names from Twitter 

messages, utilizing NLP techniques to extract relevant information. By analyzing the content of tweets, the framework 

can discern discussions related to cyber threats, enabling the early detection of potential security incidents. Secondly, 

the framework employs machine learning algorithms to profile identified threats in terms of their intentions or goals. 

This involves filtering and classifying tweets to understand the underlying motives behind the discussed threats, 

providing valuable context for threat analysis and response. Finally, the framework generates alarms based on the 

assessed risk level of identified threats, enabling security teams to prioritize and respond to potential security incidents 

effectively. The main contribution of this work lies in its approach to characterize or profile identified threats in terms 

of their intentions or goals. By providing additional context on the nature and motivations of emerging threats, the 

framework enhances the understanding of potential security risks and avenues for mitigation. In empirical 

experiments, the profiling stage of the framework achieved a promising F1 score of 77% in correctly characterizing 

discovered threats, highlighting its efficacy in automated threat analysis. Overall, the proposed framework offers a 

proactive and systematic approach to cyber threat identification and profiling, enabling security teams to stay ahead 

of evolving threats and bolster cybersecurity defense strategies. 

PROPOSED SYSTEM 
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The proposed system addresses the critical need for early detection and profiling of emerging cyber threats, leveraging 

Natural Language Processing (NLP) techniques to analyze Twitter messages and Machine Learning (ML) algorithms 

to classify and characterize identified threats. The evolving landscape of cybersecurity threats, exemplified by 

incidents like the Log4j vulnerability, underscores the urgency of proactive defense strategies. The shrinking time 

window between vulnerability disclosure and exploitation highlights the necessity for rapid threat detection to mitigate 

potential damages effectively. However, the immense volume of data and information sources poses a significant 

challenge for security analysts tasked with identifying emerging threats. In response to this challenge, the proposed 

system introduces a framework for automated identification and profiling of emerging cyber threats, utilizing Twitter 

messages as a rich source of real-time events and discussions related to cybersecurity. By analyzing Twitter messages, 

the system aims to capture early indicators of potential threats and their associated characteristics. Additionally, the 

integration of the MITRE ATT&CK framework provides a structured taxonomy for threat characterization, enabling 

a systematic approach to threat analysis. 

The framework consists of three main components, each contributing to the automated identification and profiling of 

emerging threats. Firstly, the system focuses on the identification of cyber threats and their names from Twitter 

messages, utilizing NLP techniques to extract relevant information. By analyzing the content of tweets, the system 

can discern discussions related to cyber threats, enabling the early detection of potential security incidents. Secondly, 

the system employs two machine learning layers to profile identified threats in terms of their intentions or goals. This 

involves filtering and classifying tweets to understand the underlying motives behind the discussed threats. By 

discerning the intentions or goals associated with each threat, the system provides valuable context for threat analysis 

and response. 

Finally, the system generates alarms based on the assessed risk level of identified threats, enabling security teams to 

prioritize and respond to potential security incidents effectively. By providing early warning signals of emerging 

threats, the system empowers security analysts to take proactive measures to mitigate potential risks and 

vulnerabilities. The main contribution of this work lies in its approach to characterize or profile identified threats in 

terms of their intentions or goals, providing additional context on the nature and motivations of emerging threats. In 

empirical experiments, the profiling stage of the system achieved a promising F1 score of 77% in correctly 

characterizing discovered threats, highlighting its efficacy in automated threat analysis. 
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Fig 2. Flow of remote user 

Overall, the proposed system offers a proactive and systematic approach to cyber threat identification and profiling, 

enabling security teams to stay ahead of evolving threats and bolster cybersecurity defense strategies. By leveraging 

NLP and ML techniques, the system enhances the efficiency and accuracy of threat detection, ultimately contributing 

to the resilience of digital ecosystems against emerging cyber threats. 

METHODOLOGY 

The methodology proposed for automated emerging cyber threat identification and profiling based on Natural 

Language Processing (NLP) is designed to address the challenge of detecting and characterizing threats in a rapidly 

evolving cybersecurity landscape. The process unfolds in a systematic manner, leveraging Twitter messages as a 

primary data source and utilizing machine learning techniques to analyze and profile identified threats. The first step 

of the methodology involves data collection from Twitter, which serves as a rich source of real-time events and 

discussions related to cybersecurity. By accessing the Twitter API or utilizing web scraping techniques, a large corpus 

of tweets is gathered for analysis. These tweets encompass a broad range of topics and discussions, including mentions 

of cyber threats, vulnerabilities, and security incidents. 

Once the data collection phase is complete, the next step is data preprocessing. This involves cleaning and formatting 

the raw text data obtained from Twitter to prepare it for analysis. Common preprocessing steps include removing 

noise, such as special characters and URLs, tokenization to break down the text into individual words or phrases, and 

normalization to standardize text representations, such as converting all text to lowercase. Following data 

preprocessing, the methodology proceeds to feature extraction. This step involves transforming the preprocessed text 

data into numerical feature representations that can be used as input to machine learning algorithms. Various 

techniques can be employed for feature extraction, including Bag-of-Words (BoW), Term Frequency-Inverse 

Document Frequency (TF-IDF), and word embeddings such as Word2Vec or GloVe. These techniques capture the 

semantic meaning and context of the text data, enabling the subsequent analysis and classification of threats. 
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With the extracted features in hand, the next phase of the methodology focuses on threat identification. Machine 

learning models are trained using labeled data to classify tweets into different categories, such as cyber threats, security 

incidents, or benign discussions. Supervised learning algorithms, such as Support Vector Machines (SVM), Random 

Forests, or Neural Networks, are commonly employed for this task. The trained models are then applied to the 

collected Twitter data to automatically identify and classify tweets containing references to emerging cyber threats. 

Once threats are identified, the methodology proceeds to threat profiling. This step involves analyzing the identified 

threats in terms of their intentions or goals, providing additional context and insights into the nature and motivations 

of the threats. To achieve this, a two-layered machine learning approach is employed. The first layer involves filtering 

tweets to extract relevant information related to threat intentions or goals, while the second layer classifies the filtered 

tweets into specific threat categories or attributes. These machine learning layers are trained using labeled data and 

are fine-tuned to accurately profile emerging threats based on the extracted features. 

 

 

Fig 3. Flow of service provider 

Finally, the methodology concludes with alarm generation based on the assessed risk level of identified threats. Threats 

are assigned a risk score or severity level based on their characteristics and potential impact. Thresholds are defined 

to trigger alarms or alerts when the risk level exceeds certain predetermined thresholds, indicating the need for 

immediate attention and response from cybersecurity teams. Overall, the proposed methodology offers a systematic 

and data-driven approach to automated emerging cyber threat identification and profiling. By leveraging NLP and 
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machine learning techniques, the methodology enables the efficient analysis and characterization of threats, providing 

valuable insights and context for threat mitigation and response efforts. Through empirical evaluation, the 

methodology demonstrates its effectiveness in accurately profiling discovered threats, ultimately contributing to the 

enhancement of cybersecurity defense strategies. 

RESULTS AND DISCUSSION 

The results of our study demonstrate the efficacy of the proposed framework for automated emerging cyber threat 

identification and profiling based on Natural Language Processing (NLP). Through empirical experiments, we 

evaluated the performance of the framework in accurately identifying and characterizing emerging threats using 

Twitter messages as a primary data source. The first phase of our experiments focused on the identification of cyber 

threats and their names from Twitter messages, utilizing NLP techniques to extract relevant information. Our results 

indicate that the framework achieved high precision and recall rates in identifying tweets related to cyber threats, with 

an overall accuracy exceeding 90%. This highlights the effectiveness of NLP-based approaches in efficiently filtering 

and extracting relevant information from noisy social media data, enabling the early detection of potential security 

incidents. In the subsequent phase of our experiments, we evaluated the performance of the framework in profiling 

the identified threats in terms of their intentions or goals. This involved employing two machine learning layers to 

filter and classify tweets based on threat characteristics and motivations. Our results demonstrate that the framework 

achieved a promising F1 score of 77% in correctly profiling discovered threats. By leveraging machine learning 

algorithms, the framework successfully discerned the underlying motives behind the discussed threats, providing 

valuable context for threat analysis and response. These findings underscore the potential of machine learning 

techniques in augmenting threat intelligence capabilities, enabling security teams to gain deeper insights into emerging 

threats and prioritize their response strategies effectively. 

 

Fig 4. Login URL 
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Fig 5. Service form 

 

Fig 6. Dataset 
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Fig 7. Algorithm 

 
Fig 8. Ratio  
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Fig 9. Final results screenshot 

Furthermore, our experiments evaluated the effectiveness of the framework in generating alarms based on the assessed 

risk level of identified threats. Threats were assigned risk scores or severity levels based on their characteristics and 

potential impact, with thresholds defined to trigger alarms or alerts when the risk level exceeded certain predetermined 

thresholds. Our results indicate that the framework achieved a high level of accuracy in generating alarms for potential 

security incidents, with a low false positive rate. This suggests that the framework can effectively prioritize and 

escalate potential threats, enabling security teams to respond promptly and mitigate potential risks. Overall, our 

experimental results demonstrate the feasibility and effectiveness of the proposed framework for automated emerging 

cyber threat identification and profiling, providing valuable insights into the evolving cybersecurity landscape and 

avenues for enhancing defense strategies. 

In conclusion, the results of our study highlight the importance of automated approaches for early detection and 

profiling of emerging cyber threats. By leveraging NLP and machine learning techniques, our framework offers a 

proactive and systematic approach to threat intelligence, enabling security teams to stay ahead of evolving threats and 

bolster cybersecurity defense strategies. The high accuracy and performance demonstrated in our experiments 

underscore the potential of the framework to enhance threat detection and response capabilities, ultimately 

contributing to the resilience of digital ecosystems against emerging cyber threats. Moving forward, further research 

and development efforts are warranted to refine and optimize the framework, ensuring its continued effectiveness in 

addressing the dynamic and complex nature of cyber threats in the modern digital landscape. 

CONCLUSION 

In conclusion, our study presents a comprehensive framework for automated emerging cyber threat identification and 

profiling based on Natural Language Processing (NLP). The escalating threat landscape, exemplified by incidents like 
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the Log4j vulnerability, underscores the critical importance of early threat detection and response in cybersecurity 

defense strategies. Through empirical experiments, we demonstrated the effectiveness of our framework in accurately 

identifying and characterizing emerging threats using Twitter messages as a primary data source. By leveraging NLP 

techniques and machine learning algorithms, our framework enables the efficient analysis and classification of threats, 

providing valuable insights into threat intentions or goals. The high accuracy and performance achieved in our 

experiments highlight the potential of automated approaches to enhance threat intelligence capabilities and bolster 

cybersecurity defense strategies. Moving forward, further research and development efforts are warranted to refine 

and optimize the framework, ensuring its continued effectiveness in addressing the dynamic and evolving nature of 

cyber threats in the modern digital landscape. Overall, our study contributes to advancing the field of cyber threat 

intelligence, providing a proactive and systematic approach to threat identification and mitigation that can empower 

security teams to stay ahead of emerging threats and protect digital ecosystems against cyberattacks. 
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